HeckoJbko npaBua nH( OpMaIHOHHOH 0€30MacHOCTH

B coBpemMeHHOM MUpe NMPOTHBOAEHCTBIE KMOEPIPECTYITHOCTH SIBJISETCS OJHOU U3 Hanbosiee
AKTYaJIbHBIX U CJIOKHBIX KPUMHUHOJIOTMYECKHUX MPoOsieM. BbICOKast TaTeHTHOCTh, POCT YKcia
KHOepIpeCcTyITHUKOB, COBEPIIEHCTBOBAHNE MH(OPMAIIMOHHBIX TEXHOJIOTUH, CO3AI0II1e HOBbIE
BO3MOKHOCTH COBEPILIEHHUS STUX MPECTYIUICHNH, HEOOXOANMOCTb MHBIX MOAXO0/I0B TPOTHBOJEHUCTBUS
MIPECTYIIEHUSIM, COBEPILIAEMbIM B BUPTYaJIbHOM MPOCTPAHCTBE, CO3/IAI0T YTPO3bI IS INI00AIbHBIX
MH(POPMAIMOHHBIX CETel M OOIIECTBA B LIEJIOM.

KubepripectyruieHus: — 3TO NMPECTYIUICHUs, COBEpIIIaeMble C UCTIOJIb30BAHUEM COBPEMEHHBIX
MH(pOPMAIIMOHHO-KOMMYHUKAITMOHHBIX TEXHOJIOTUH, T.€. C UCMOJb30BAHUEM KOMITBIOTEPHOM
TeXHUKU W/wiu VHTepHeTa B MH(OPMAIIMOHHOM (BUPTYaJIbHOM) MPOCTPAHCTBE, B KOTOPOM
HAXOJSTCS CBE/ICHUs O JIMIAX, IIpeaMeTax, (pakTax, COObITUSX, SIBJICHUSX, HAXO/SIIUECS B IBUKEHUN
10 JIOKQJIbHBIM U TJI0O0QJTBHBIM KOMITBIOTEPHBIM CETSIM, JIMOO CBE/ICHH S, XpaHSIIUeCs B TAMSITH
06010 (PU3MUECKOro WM BUPTYAIBHOTO YCTPOWCTBA, UM APYTOro HOCUTES, PeIHA3HAYEHHOTO
IJISL MIX XpaHeHusl, 00pabOTKU U MepeIavH.
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[Tpectynnenus B JaHHOU cepe B HACTOsIILEE BPeMsl IOCTUTIIN OecIpelieIEHTHOrO pa3Maxa, YeMy
Ype3BBIYAIHO MTOCIOCOOCTBOBAJIO MMOBCEMECTHOE MOAKIII0UYEHHE K VIHTEpHETY C OMOIIIBIO
HOYTOYKOB, CMapT(OHOB U I1aHIIeToB. [lokatyi, rIaBHOM MPUIMHON POCTa KOMIBIOTEPHOU
IIPECTYIHOCTU CTAHOBATCS €€ KPUMUHOT€HHbIE (DAKTOPBI, BOHUKIIIKE B XO/1€ COBEPIIIEHCTBOBAHUS
cetu MutepHet. C nomorpio cetn «MHTepHeT» KMOepHpecTyMTHUKN MOTYT COBEPIIATh MPECTYIUICHNE
AQHOHMMHO, CKPbIBaTh CBOIO UCTUHHYIO IMYHOCTb. E€ TpaHCTpaHMUHbIA XapakTep He OrpaHUYMBAET
MPECTYITHUKOB TEPPUTOPUATILHBIM ITPOCTPAHCTBOM U MO3BOJISIET YXOIUTh OT YTOJIOBHOM
OTBETCTBEHHOCTH.

Hawubonee yacto kubeprpecTyIuieHus SBISIOTCS (PUHAHCOBO-OPHEHTHPOBAHHBIMU 1
OCYHIECTBJIAIOTCS TIOCPEICTBOM CJIEAYIOIIUE TUIIOB ATaK.

PumuHr - NoTy4YeHue JocTyna K KOH(PUASHIMAIbHBIM JaHHBIM M0JIb30BaTes (JIOTMHAaM U
1apoJisiM), € MMOMOILbI0 BUPYCOB, IIIMOHCKUX MTPOrpaMM, IPOrpaMM-BeIMOraTesien u Jpyroi
COLIMAJIbHOW MHKEHEPUH — Yallle BCETO C LIEJIbI0 KPaKM JIMUHBIX JAHHBIX WX (DUHAHCOBBIX CPEJCTB.
B nogo6HbIX cxemax U3Mo0JIeHHBIM CPECTBOM 3JI0YMBIIIUIEHHUKOB SIBJISIETCS 9JIEKTPOHHAS 110YTA.
CyTb MeTO/1a 3aKJII0YAETCS B IPUHYKACHUY MOJIydaTelisl IMCbMa K NEPEX0/y MO CChIJIKE OT UMEHU
JIETUTUMHOM opraHu3anuu (6aHKa, HaJIOTOBOM CiIykObl, OMYJISAPHOIO MHTEPHET Mara3uHa u T. A.). B
MOOOHBIX CIIydasixX IeJbIo, 3a4acTyio, SBJISAETCS OBIaJileHne OAaHKOBCKUMMU JAHHBIMU.

Kuo6epsbiMorarebcTBo. Kak npaBuio, BHavase y MoJib30BaTess MM KOMIIAHUH, 110CTIe 3arpy3Ku
BPEJOHOCHOT0 Kojia MmudpyroTcs ¢ailiibl, a 3aTeM MOCTYyNaeT MpeloKeHue O BOCCTAHOBJIEHUU B
00MEH Ha JeHeXHOe BO3HArpaxjaeHue (00ObYHO B BUlE ONTKOMHOB, TaK KaK KPUMNTOBATIOTY
OTCJIE/IUTD CIIOKHO).

PuHAHCOBOE MOIIEHHNYECTBO. BOJIBIIMHCTBO N30IIPEHHBIX CXeM (DMHAHCOBOIO MOIIIEHHUYECTBA
CBS3aHO CO B3JIOMOM KOMIIBIOTEPHBIX CUCTEM ONEPaTOPOB POZHUYHOM TOPTOBJIM C LIEJIbIO MOTYyUYEHUSs
OaHKOBCKMX JJAHHBIX O MOKYyMaTesixX (Tak Ha3bIBaeMble IeJIEBbIE ATAKK) WU MOCIEAYIOIIUMU
MaHUITYJISIIASMY [TOJTy4YeHHON nHpopmarmeid. KubeprnpecTymHUKY UCTIONB3YIOT TeJbIi apceHat
y3KOCTIELIMAIbHBIX 3HAHUI U HABBIKOB B 1IEJISIX MOJTyYeHUs] HECAaHKIIMOHUPOBAHHOT'O TOCTYIA K
OaHKOBCKHMM CYeTaM, COBEPIIICHUsI KPaX JTUIHOCTH, BHIMOTATeJIbCTBA (PUHAHCOBBIX CPEJICTB,
MOILIEHHUYECTBA, MPEC/IeIOBAHUS U 3alyTUBAHUS WM UCIIOIb30BAHUS 3aPaKEHHOTO KOMITbIOTEpPA B
Pa3BETBJIEHHOW CETH C 1IEJIbI0 COBEPIICHUS aTaK Ha KPYITHbIE OpraHU3aI|H.

CoBeTsl 10 MpeaynpexAeHII0 KHOEPITPeCTyIICHHUI:

- UCIIOJIb3YHTE JIMIIEH3MOHHOE IPOrpaMMHOE 0OecTiedeHHe IS 3aIlUThl OT 3apakeHUsT KOMITbIoTepa
WJIN MOOMJIBHOTO YCTPOMCTBA MPH YCTAaHOBKE Pa3IMYHbBIX TPOTPaMM;

- He 3arpysaiTe (paiisibl U3 HEITPOBEPEHHBIX UCTOUYHUKOB;

- HE TIEpEXOAUTE IO CCbUIKAM, COACPKANINMCA B ClIaM€ U APYTUX MOAO3PUTEIIbHBIX IJICKTPOHHBIX
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IUucbMax OTHpaBHTCHGﬁ, KOTOPBIX Bbl HEC 3HACTE;

- BO3JEPKUTECH OT MOKYIOK Ha MaJIOM3BECTHBIX U MOJO3PUTENIbHBIX UHTEPHET-CAlTaX U Yy JIMIL,
OCYHIECTBJISIOLIMX MPOAAXY TOBAPOB WM YCIYT B COLUMAIBHBIX CETSAX, 0COOEHHO MpU
HEOoOXOJUMOCTH BHECEHHM s MTOJTHOM NMPEIOIIaTh 32 TOBAP WU YCIIyTH.

- He coOoOIIaiTe HIKOMY CBOU TIAPOJIM ¥ JIMYHBIE TaHHbIE, UCTIOJIL3YUTE CJIOKHBIC TTAPOJIU, COCTOSIIIINE
13 KOMOUHAIM 1P U OYKB MM UHBIX CUMBOJIOB; BO3IEPKUTECH OT MapoJiedl — IaT POKICHUS,

uMeH, (paMITUH, TO €CTh TeX, KOTOPBIE JIETKO BBIYMCIIUTH JIMOO TOA00paTh.

BuumarenbHOE 1 6epe>Kﬂoe OTHOHICHUEC K CBOUM YYETHBIM U IIEPCOHAIBHBIM JaHHBLIM ITOMOXCET B
3alIUTE OT 3JIOYMBIIIVICHHHUKOB.

08 Hostps 2021

Adpec cmparuypi:
https://omsk.sledcom.ru/PAMJATKI_bezopasnogo_povedenija_dlja_det/item/1631123
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