PexoMeHnaanuu mo 3ammre OoT JeiiCTBHA MOIIEHHUKOB C
HCIO0Jb30BaHNEM BbICOKOTEXHOJOTHYHbBIX YCTPOICTB

EskeJHEBHO KasK[IbIii YEJIOBEK MCIIOJIb3YyeT MHOKECTBO PA3HOOOPA3HBIX BHICOKOTEXHOJIOTUYHBIX
YCTPOWCTB — IVIACTUKOBBIX KapT, MOOMJIBHBIX TeJIe()OHOB, KOMIIBIOTEPOB. PeryisipHO MOsBISAIOTCS
HOBbIE MOJIEJIN, IIPOTPaMMBI U cepBUCHL. OIHOBPEMEHHO C Pa3BUTUEM TAKUX YCTPOWCTB MOABIISIOTCS
HOBBIE BU/IbI JUCTAHIIIOHHOTO MOIIIEHHIYECTBA, MO3BOJISAIONIME OOMAHYTh M TPUCBOUTD JICHEKHbIE
cpencTBa rpakaaH. Pa3bscHseM OCHOBHBIE ITpaBHJIa OE30MACHOTO MMOBE/ICHHUSI.

Y100l HE noAdaThbCsd Ha YJIOBKHU 3JIOYMBINJIEHHUKOB, HCO6XOI[I/IMO CO6J'IIOIIaTb IMpaBuJIa MOJIb30BaHUA
MOOHJIbHBIMU TGHCCpOHaMI/I U IJIACTUKOBBIMHA KapTaMH.

TEJIE@OOHHOE MOIIEHHNYECTBO

CeropnHsi, Korjga NIMPOKO UCHOB3YIOTCS MOOMIIbHBIE TeIe(OHBI U JIMYHBII HOMEP MOXKET OBITh Y
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BCEX, OT p66€HKa A0 IMEHCHUOHEPA, Cliydyan TGJICCI)OHHOFO MOIIEHHHUYECTBA PACTYT C KaKIbIM I'OJOM.

Kak noka3zsiBaer CTaTUCTHUKA, Yalll€ B CETU TGJIGCI)OHHI)IX MOIIC€HHUKOB IONaJaloTCA IMOXKUJIbIC NJIN
HAOBEPYUBBIC JIIOJU. Ka)l()lblfl YECJIOBEK MOXKET CTaTb )I(epTBOﬁ MOIIEHHUYECTBA, €CJIM HE 6y,HCT
CJIeA0BAaTh MPOCTLIM ITpaBUJIaM 0€30I1aCHOCTH.

OcHOBHbIE CXeMBI TeJIe(POHHOTO MOIIIEHHUYECTBa
1. OoOwmas o Tenedony.

Bam 3BoHSAT ¢ He3HaKOMOro HoMepa. MOIIEeHHUK MPeICTaBsIETCS POACTBEHHUKOM WJIM 3HAKOMBIM U
B3BOJIHOBAHHBIM T'OJIOCOM COOOIIAET, UTO 3a/epKaH COTPYIHUKAMH MTPABOOXPAHUTEIBLHBIX OPTaHOB U
OOBMHEH B COBEPILIEHUM TOTO WJIM UHOTO NpecTyruienns. 1o MoxeT ObiTh A TII, XpaHeHue opyxus
VI HAPKOTUKOB, HAHECEHHUE TSKKMX TEJIECHBIX MOBPEXICHUI U Jaxe YOUICTBO.

Jlanee B pa3roBop BCTYMaeT SIKOObI COTPYJHUK MPABOOXPAHUTEBHOrO oprana. OH yBEpEHHbBIM TOHOM
COOOIIAeT, YTO YK€ He pa3 MoMoral JIoAsAM TakuM odpazoM. i peleHus Bolipoca HeoOXo1uma
oIpe/ieJIeHHast CyMMa JIEHeT, KOTOPYIO CJIe[lyeT IepeBECTH Ha ONPE/ICTICHHBIN pacUeTHbIM CUET WU
nepenaTh Kakomy-1moo 4eoBeky. LleHa Bompoca cocTaBisieT Takylo - TO CyMMY.

B opranuzaiyu odmaHa 1o tesieoHy ¢ TpeOOBaHHEM BBIKYIIA YUYACTBYIOT HECKOJIBKO MPECTYITHUKOB.
3BOHSIIMI MOKET HAaXOAUTHCS KaK B UCTIPABUTEILHO-TPYIOBOM YUPEKAECHUH, TAK U HA CBOOOIE.
HaGupas TenegonHble HOMEpa HayraJ, MOIIEHHUK MPOU3HOCUT 3arOTOBJIEHHYIO (hpasy, a janee
AefcTByeT 1o odcrosTeabcTBaM. Hepenko xepTBa cama ciry4aiiHO MMOJICKa3bIBAaeT UMs TOTO, O KOM
oHa BoJHyeTcsl. Eciu xkepTBa mpecTyruieHus moaianach Ha 0OMaH U COTJIACUIIACh MPUBE3TH WK
NePEeUrCIIUTh YKa3aHHYI0 CyMMY, 3BOHSIIMIA Ha3bIBaeT aJpec, Ky/ia Hy)KHO IpHexaTh, MO0 HOMeEp
cyera.

AHaNIOrMYHBIM 00pa30M MOTYT 3BOHUTh MOIIEHHUKHU COTPYAHUKAM IOCYIapCTBEHHBIX OPraHOB JIMOO
MPEANPUHUMATEIISIM U, TIPEACTABIISSICh, HATIPUMEP, PYKOBOAMUTENIEM KaKOT0-JIMOO TOCyJ1apCTBEHHOTO
oprasa (IpaBOOXpPaHUTEILHOTO, HA30PHOI0, KOHTPOJIMPYIOLLETO), MO MPEJIOroM MpHue3aa
KOMUCCHH TIPOBEPSIIONIUX TPEOYIOT OpraHU30BaTh MO0 «TEIUIbi IpueM» B (hopMe OecriaTHOro
MpeAoCTaBIeHNs! YCIyT (MMUTaHKue, MOIaPKK, OPraHU3alis OT/bIXA U T.1.), JIMOO NepeuncClIuTh
ONPEJEJIEHHYI0 CYMMY JI€HEKHBIX CPE/ICTB HA YKa3aHHBIM PACUETHBIN CUET [IJI1 OPraHu3aluu 10Cyra
MPOBEPSIONINX UM JOCTHKEHUSI HEOOXOAUMBIX TOJIOKHUTENBHBIX PE3yIbTaTOB MPOBEPKH.

KAK TIOCTYTIATD B TAKOI CUTY ALIMU:

[lepBoe u camoe ry1aBHOE NMPaBUJIO — IIPEPBaTh Pa3rOBOP U NEPE3BOHUTH TOMY, O KOM UJIET peyb
(00 B yKa3aHHBIN rocyaapcTBeHHbIN opraH). Ecnu TenedoH oTKIIIoueH, mocTapaiTech CBSA3ATLCS C
€ro KOoJUJIeraMu, Ipy3bsIMH U POJCTBEHHUKAMU ISl yTOUHEeHUs1 MH(popMatuu. X0Ts1 OECIIOKONUCTBO 32
POJICTBEHHHKA MJIM OJIN3KOTO YeJIOBEKA MEIIaeT MBICIHUTh 3paBo, ClIeyeT HOHUMATh: €CI
HE3HAKOMBII YeJIOBeK 3BOHUT Bam 1 TpedyeT npuBe3T Ha HEKUH aipec JEHEKHYI0 CYMMY — 3TO
MouieHHUK. Eciin Bl mosyumiin 3BOHOK OT SIKOOBI OJIM3KOTO POACTBEHHHUKA UM 3HAKOMOTO C
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rHpoOpMaIen 0 TOM, YTO OH IMOMNaJl B HEMPUSATHYIO CUTYalIUIO, B pe3yJIbTaTe KOTOPOU €My IPO3UT
BO30YKJIeHHE YTOJIOBHOTO JIeJa, U €CJTM 3BOHSAIIUI ITPOCUT MEPEAaTh B3SATKY AKOOBI COTPYIHUKY
MPaBOOXPAHUTENIbHBIX OPraHOB, TOTOBOMY YPETyJIMPOBaTh BOMPOC, CJAEAYET 3a/1aTh YTOUHSIOIINE
BOMPOCHL: «A Kak 5 BRIIISIKY 7» nin «Korza u rjie Mbl BUIENUCH NOCAeIHUIN pa3?», T.e. 3aJaBaThb
BOIMPOCHI, OTBETHI HA KOTOPhIE 3HAETE TOJILKO BBl 00a. Ecii BB paszroBapuBaeTe IKOObI C
MPeCTaBUTENIEM MPABOOXPAHUTEIBHBIX OPraHOB, CIIPOCUTE, U3 KAKOTO OH MPABOOXPAHUTEILHOTO
opraHa (npyroro BegomctBa). [locnie 3BoHKa clieyeT HaOpath «02», y3HATh HOMEP JIeKypPHON YacTH
JOAHHOTO OTIEJIEHUS ¥ MOMHTEPECOBAThCS, IECTBUTENLHO JIU POACTBEHHUK WU 3HAKOMBI
JOCTaBJIEH TyJa.

Camo TpeboBaHMe B3SATKU JOKHOCTHBIM JIUIIOM SIBJISIETCS TIPECTYILICHUEM.
2.SMS-npocsba 0 TOMOIIIH.

SMS-co00111eH1 s TO3BOJISIIOT YIIPOCTUTh CXeMy oOMaHa 1o Tenedony. TakoMmy BapuaHTy
MOIIIEHHUYECTBA OCOOEHHO TPYJHO MPOTUBOCTOSITH MOXKMIIBIM MM CIIMIIIKOM IOHBIM BJIQ/IENIbIIAM
TesehOHOB. J{OMOTHUTENBHYIO ONTACHOCTD MPEICTABIISAIOT YIIPOCTUBIIAECS CXEMBI IIEPEBO/IA IEHET Ha
Ccuer.

AOOHEHT ToJTyJaeT Ha MOOWIIbHBIH TesiehoH coodieHue: «Y MeHs mpodiaeMsl, Kuab 900 pyoieit Ha
3TOT HOMep. MHe He 3BOHH, Nepe3BOHI0 caM». Hepenko nobaBisieTcst oOpalieHne «<MaMay», «Ipyr»
WJIU IpyTHe.

KAK TIOCTVYTIATb B TAKOI CUTY ALINU:

[ToXWIIBIM JTIOJISIM, JETSIM U TIOJPOCTKAM CJIeyeT OOBACHUTD, 4TO HAa SMS ¢ He3HaAKOMBIX HOMEPOB
pearrpoBath Helb3sl, 3TO MOT'YT ObITh MOILIEHHUKH.

3.TenedoHHbIl HOMEP-TpaOUTEh.

Pa3BuTre TEXHOJIOTMII U CepBUCOB MOOMIILHOM CBSI3M YIIPOILAET CXEMbl MOIIIEHHUYECTBA.

Bam npuxoaut SMS ¢ npocb00# epe3BOHUTH Ha YKa3aHHBIA HOMEpP MOOMJILHOTO TesiehoHa.
[Tpockba MoxkeT ObITH 0OOCHOBAHA JII0OOH PUUNHON — TIOMOILb APYTY, U3MEHEeHHe TapudOB CBSI3H,
npo0IeMBI CO CBsA3bIO WM ¢ Baieit 6aHkoBCKoM KapToi U Tak aanee. [Tocie Toro kak Bei
nepe3BaHuBaeTe, Bac nonro pepxat Ha MK, Korza ato Hamoenaer, Bel oTkiioyaerech — u
OKa3bIBaeTCs, YTo ¢ Balero cuera crivcanbl KpyIHbIE CYMMBbI.

CyniecTByIOT CEpPBHUCHI € IIATHBIM 3BOHKOM. Yaile BCero 3To pa3BileKaTesIbHbIE CEPBUCHI, B KOTOPBIX
YCJIYTY OKa3bIBAIOTCS O TeJIE(POHY, M JOMOJHUTEIBHO B3UMAETCs IUlaTa 3a caM 3BOHOK. Pekiama
TaKUX CEPBUCOB Bcerja MH(POPMUPYET O TOM, YTO 3BOHOK IUIATHbIA. MOIIIEHHUKH PErucTpupyIoT
TaKOW CEpPBUC U PACHPOCTPAHSAIOT HOMep 0e3 MpelynpexIeHusl O CHATUM I1J1aThl 32 3BOHOK.

KAK ITOCTYTIATb B TAKOI CUTY ALIVIU:
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EnuHcTBeHHBIN c11oco6 00e30macuTh cedsi OT Tete)OHHBIX MOIIIEHHUKOB - HE 3BOHUTH T10
HE3HAKOMBIM HOMEPaM.

4. TenedoHHBIE BUPYCHI.

OueHb yacTo ucnojb3yercs: (hopMa MOIIEHHUYECTBA C UCTIOJIb30BaHMEM Telie(hOHHBIX BUpYycoB. Ha
tesiecpoH aOOHEHTa MPUXOJUT COOOITIeHHe clieTyonero Buaa: «Bam nmpumio MMS-coobiienue. s
MOJTyYeHHM Sl IPOMIUTE TIO CChUIKE...». [Ipr mepexofe 1o ykazaHHOMY ajipecy Ha TejiehoH
CKA4MBAETCsI BUPYC M MPOMCXO/IUT CIIMCAHUE IEHEKHBIX CPEJICTB C BAIIETO CUeTa.

Jlpyro¥i BU MOIIIEHHUYECTBA BHITJISIUT Tak. [Ipy 3aka3e Kakow-JmO0 yCIyr Yyepes3 KOOk
MOOMJIBHOTO OTIEpaTOpa WU MPHU CKAYMBAaHUK MOOUJIBHOTO KOHTEHTa AOOHEHTY MPUXOAUT
npeaynpeskieHue Buaa: «Bel cobnpaeTech OTIPaBUTh COOOIEHHE Ha KOPOTKUIA HOMEP ..., IS
MOATBEPKIEHUSI OTIePaLliK, OTIpaBbTe coodIeHue ¢ udpoii 1, ans ormensl ¢ ugpoit 0». [pu
OTIpaBKe MOATBEPKICHHUS, CO cueTa aDOHEHTA CIIMCHIBAIOTCS JCHEXHbIE CpeICTBAa. MOIIIEHHUKN
UCTIOJIB3YIOT CIIEIMATbHbIE IPOTrPAMMBbI, KOTOPBIE MTO3BOJISIOT ABTOMATHUECKH T€HEPUPOBATH THICSIN
Takux coodmenuii. Cpa3y mnocie rnepeBoja AeHer Ha (DajbIIMBbIA CYET OHU CHUMAIOTCS C TeJiehoHa.

He cneayer 3BOHUTH IO HOMEpPY, C KOTOPOTO OTHpasieH SMS — BloJIHE BO3MOKHO, YTO B TOM
citydae ¢ Baiero tenedona Oyer aBTOMaTUIECKH CHATA KPyITHas CyMMa.

CyIecTByeT MHOKECTBO BADUAHTOB TAaKUX MOIIIEHHUYECTB. BybTe OauTebHb!

5. Borpsiin B JotTepee, BRIUTPhIIT aBToMoOWIs. Ecii Bl y3HamM o mpoBeeHny JIOTeper TOJIbKO B
MOMEHT «BBIMTPHIIIa», ¥ IPY 9TOM paHee Bl He 3amoutHsIM 3asiBKY Ha yJacTHe B Heil M HUKaK He
MOATBEPK/IAJIM CBOE yYacTHe B PO3BITPHILIE, TO, BEPOsITHEE BCero, Bac meITaloTcsi 0OMaHyTh.
OdopmieHne JOKYMEHTOB 1 y4acTHe B TAKUX JIOTepPesiX HUKOTJa He TIPOBOJUTCS TOJIBKO IO
tesneony u MHTepHeTy.

6. OmuOOYHbIN ePEBOJL CPE/ICTB.

Bam npuxoaut SMS-coo0inieHre 0 MOCTYIUIEHHH CPEJICTB Ha CYET, ePeBEIEHHBIX C MIOMOIIIbI0
ycnyru «MoOWIbHBIN TIepeBOI» JIMOO ¢ TepMUHANIA oruiaT yciayr. Cpa3y mociie 3Toro nocrymnaer
3BOHOK, 1 Bam coobmiaior, uto Ha Bain cyet ommo604HO niepeBeIeHbl ASHBIH U MPOCST BEPHYTh UX
00paTHO TeM ke «MOOUIIBHBIM MEPEBOOM» JTMOO MEPEBECTH Ha «IIPABUJIbHbBIA» HOMEp. Bb
NepeBoJIUTE, TIOCJIe Yero Takas ke CyMMa CIHChIBaeTcsi ¢ Barero cuera.

YrtoObl BO BTOPOM pa3 Crmcath CyMMy ¢ Baitiero c4éra, 3JJ0yMbIIIIEHHUK MCIIOIB3YET Y€K, BbIIAHHbINA
nipu niepeBojie geHer. OH oOpaiaeTcs K orneparopy ¢ 3asBjieHHeM 00 OIMMOOYHOM BHECEHUU CPEJICTB
U MPOCKOOH MEPEBECTH UX HA CBOW HOMED.

To ecTb nepBbId pa3 Bbl nepeBoguTe JEHBIU MO €r0 MPOCchOe, a BO BTOPOM pa3 OH MOJIyYaeT Ux Mo
IIpaBUJIaM BO3BpaTa CpeJICTB.
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KAK TIOCTVYTIATb B TAKOI CUTY ALINU:

Coseryem Bam He nognaBatbesi Ha ooMaH. Ecii Bac mpocst nepeBectst skoObI OIIMO0YHO
NepeBeICHHYI0 CYMMY, HAIOMHHUTE, YTO JIs1 3TOTO UCTIOJb3yeTcs YeK. OTroBOpKa, 4To «4eK
HOTEPsIH», CKOpPEe BCEro, CBUIETEILCTBYET O TOM, UTO ¢ Bamu o01iaercst MOIIEHHUK.

01 Cenmsiops 2022

Aopec cmparuypl:
https://omsk.sledcom.ru/PAMJATKI_bezopasnogo_povedenija_dlja_det/item/1713756
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