HeckoJbko npaBua nH( OpMaIHOHHOH 0€30MacHOCTH

B coBpemMeHHOM MUpe MPOTHBOJEHCTBIE KNOEPITPECTYHOCTH SIBJISIETCS OTHOM M3 HanboJee
AKTYaJIbHBIX U CJIOXKHBIX KPUMUHOJIOTMYECKUX MpoOsieM. BrICOKast TaTeHTHOCTh, POCT YMCIa
KHOEPITPECTYTHUKOB, COBEPIIEHCTBOBAHIE MH(POPMALIMOHHBIX TEXHOJIOTHI, CO3AIONINE HOBBIE
BO3MOKHOCTH COBEPIIECHUS STUX MPECTYIUIEHHUI, HEOOXOIMMOCTh UHBIX MOJIXO/I0B TPOTUBOJCHCTBHS
NPECTYIUVICHUSIM, COBEPIIAEMBIM B BUPTYaJIbHOM MTPOCTPAHCTBE, CO3AI0T YTPO3bI AJIS III00ATBHBIX
MH(POPMALIMOHHBIX CeTel 1 OOLIECTBA B LIEJIOM.

KubepnpecTyruieHus1 — 3TO NMPECTYIUIeHUs], COBEPIIIAEMbIE C UCTOJIb30BAHUEM COBPEMEHHbIX
MH(OPMALIMOHHO-KOMMYHHUKAIIMOHHBIX TEXHOJIOTH, T.€. C UCIOJIb30BAHUEM KOMITBIOTEPHON
TeXHUKU u/wiu HTepHeTa B ”HPOPMAIMOHHOM (BUPTYaJIbHOM) IIPOCTPAHCTBE, B KOTOPOM
HaXOATCS CBEJICHHS O JIMIIAX, MpeaMeTax, (hakTax, COOBITUSIX, SIBJICHUSIX, HAXOASAIINECS B IBHKESHUH
T0 JIOKQJIbHBIM U IJI00aJIbHBIM KOMITBIOTEPHBIM CETSIM, JIMOO CBE/ICHH S, XpaHsIIUeCs B TaMsITU
J060T0 (PU3MUYECKOTO UM BUPTYAILHOTO YCTPOWCTBA, MJIM APYTOTrO HOCHUTES, TIPeIHA3HAYEHHOTO
IJIs1 MX XpaHeHus, 00pabOTKU U MepeayH.

[Ipectymienus B JaHHOM cdepe B HACTOsILEe BpeMsl IOCTUTIN OecIpelieIEHTHOrO pa3Maxa, YeMy
Ype3BBIYAIHO MTOCIOCOOCTBOBAJIO MMOBCEMECTHOE MOAKJII0YEHNE K VIHTEpHETy C MOMOIIIBIO
HOYTOYKOB, CMapT(OHOB U I1aHIIeToB. [lokanyi, rIaBHOM NPUYMHON POCTa KOMIBIOTEPHOU
IIPECTYIHOCTU CTAHOBATCS €€ KPUMUHOT€HHbIE (DAKTOPBI, BOHUKIIIKE B XO/1€ COBEPIIEHCTBOBAHUSA
cetu MuTepHet. C nomorpio cetn «MHTepHeT» KMOepnpecTyTHUKY MOT'YT COBEPLIATh MPECTYIICHUE
AQHOHMMHO, CKPbIBaTh CBOIO UCTUHHYIO JIMYHOCTb. E€ TpaHCTpaHMUHBIA XapaKTep He OrpaHUYMBAET
[IPECTYITHUKOB TEPPUTOPUATIBHBIM ITPOCTPAHCTBOM U MO3BOJISIET YXOIUTh OT YTOJIOBHOM
OTBETCTBEHHOCTH.

Hawnbonee yacro KI/I66pHpCCTy1'[J'I€HI/IH ABJIAIOTCA (I)I/IHaHCOBO-OpI/IeHTI/IpOBaHHbIMI/I u
OCYHIECTBJIAKTCA MMOCPEACTBOM CJICAYIOIIUE TUIIOB aTak.

@UIMHT - TOJyYeHHe JOCTYIa K KOH(PUIEHIIMAIbHBIM JaHHBIM MOJIb30BaTesl (JIOTMHAM U
MapoJisiM), C MOMOUIbIO BUPYCOB, IIMHUOHCKUX IIPOrpaMM, POrpaMM-BbIMOraTesiell U Apyrou
COLIMAJILHOW MHKEHEPUH — Yallle BCEro C LEJIbI0 KPaXy JIMYHBIX TAHHBIX UM (DUHAHCOBBIX CPEJICTB.
B 1ogo6HBIX cxeMax U3JII00IEHHBIM CPEJICTBOM 3JIOYMBIIIEHHUKOB SIBJISIETCS JICKTPOHHAS MOYTA.
CyTb MeTO/1a 3aKJII0UYAETCsl B TPUHYKICHUM MOJIydaTesi MTUCbMa K EPEeXo/1y MO CChUIKE OT UMEHHU
JIETUTUMHOM OpraHu3anuy (6aHKa, HAJIOTOBOM CITykKOBbI, OMYJISIPHOTO MHTEPHET Mara3uHa u T. 11.). B
MOJOOHBIX CIyYasixX IebI0, 3a4acTylo, SIBJISIETCs OBJIaJieHne OAHKOBCKUMU JIAHHBIMH.
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Kuo6epsbiMorarebcTBo. Kak npaBuio, BHavase y MoJib30BaTesIs MM KOMIIAHUH, 110CTIe 3arpy3Ku
BPEJOHOCHOTO Kojia MmudpyroTcs ¢ailiibl, a 3aTeM MOCTYyNaeT MpeIoKeHue O BOCCTAHOBJIEHUU B
00MEH Ha JIeHEeXHOe BO3HArpaxjaeHue (0ObYHO B BUIE ONTKOMHOB, TaK KaK KPUMTOBATIOTY
OTCJIE/IUTD CIIOKHO).

PuHAHCOBOE MOIIEHHNYECTBO. BOJIBIIMHCTBO N30IIPEHHBIX CXeM (DMHAHCOBOIO MOIIIEHHUYECTBA
CBS3aHO CO B3JIOMOM KOMIIBIOTEPHBIX CUCTEM ONEPaTOPOB POZHUYHOM TOPTOBJIM C LIEJIbIO MOTYyUYEHUSs
OaHKOBCKMX JJAHHBIX O MOKYyMaTesiX (Tak Ha3bIBaeMble IeJIEBbIE ATAKK) WU MOCIIEAYIOIIUMU
MaHUITYJISIIASMY [TOJTy4YeHHON nHpopmaruei. KubeprnpecTymHUKH UCTIONB3YIOT TeJbIi apceHat
y3KOCTIEIMAIbHBIX 3HAHUI U HABBIKOB B 1IEJISIX MOJTyYeHUs] HECAaHKIIMOHUPOBAHHOT'O JIOCTYIA K
OaHKOBCKHMM CYeTaM, COBEPIIIeHUsI KPaX JTUIHOCTH, BHIMOTATeIbCTBA (PUHAHCOBBIX CPEJICTB,
MOILIEHHUYECTBA, MPEC/IeIOBAHUS U 3alyTUBAHUS WM UCIIOIb30BAHUS 3aPaKEHHOTO KOMITBIOTEPA B
Pa3BETBJIEHHOW CETH C 1IEJIbI0 COBEPIICHUS aTaK Ha KPYITHbIE OpraHU3aI|H.

CoBeTsl 10 MpeaynpexAeHII0 KHOEPITPeCTyIICHHUI:

- UCIIOJIb3YHTE JIMIIEH3MOHHOE IIPOrpaMMHOE 0OecredeHHe IS 3aIlUThl OT 3apakeHNsT KOMITbIOTepa
WJIN MOOMJIBHOTO YCTPOMCTBA MPH YCTAaHOBKE Pa3IMYHbBIX MTPOTPaMM;

- He 3arpy’aiTe (paiisibl U3 HEITPOBEPEHHBIX UCTOUYHUKOB;

- HE TIEPpEXOAUTE IO CCbUIKAM, COACPKANINMCA B ClIaM€ U APYTIUX MOAO3PUTEIIbHBIX IJICKTPOHHBIX
IUucbMax OTHpaBHTeHGﬁ, KOTOPBIX Bbl HEC 3HACTE;

- BO3JEPKUTECH OT MOKYIOK Ha MaJIOM3BECTHBIX U MOJO3PUTENIbHBIX UHTEPHET-CAlTaX U Yy JIMLL,
OCYHIECTBJISIOLIMX MPOAAXY TOBAPOB WM YCIIYT B COLUMAIBHBIX CETSAX, 0COOEHHO MpU
HEOoOXOJMMOCTH BHECEHHM S MTOJTHOM NMPEIOIIaTh 32 TOBAP WU YCIIyTH.

- He COOOIIaiTe HIKOMY CBOU TIAPOJIM ¥ JIMYHBIE TaHHbIE, UCTIOJIL3YUTE CJIOKHBIC TTAPOJIU, COCTOSIINE
13 KOMOUHAINI 1P U OYKB MM UHBIX CUIMBOJIOB; BO3IEPIKUTECH OT MapoJiedl — IaT POKICHUS,
uMeH, (paMITUH, TO €CTh TeX, KOTOPBIE JIETKO BBIYKMCIIMTH JIMOO TOA00paTh.

BuumarenbHOE 1 6epe)KHO€ OTHOHICHUE K CBOUM YYETHBIM U IIEPCOHAIBHBIM JaHHBLIM ITOMOXCET B
3alUTE OT 3JIOYMBIIIIVICHHHUKOB.
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21 Hosiops 2021

Aodpec cmpanuypr: https://omsk.sledcom.ru/news/item/1630043
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